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Policy on Employee and Worker Information
1. Purpose and Scope
The General Data Protection Regulations 2018 articulate changes to the legal responsibilities of data controllers and data processors. 
Middlesbrough and Stockton Mind are both a data processor and a data controller when it comes to the information we collect, process and store about employees and workers. 
[bookmark: _GoBack]The purpose of this policy is to outline to employees and workers the following:
· The personal and special category data that we process related to employees and workers
· The legal basis for processing the above data
· Your legal rights with regards to your personal and special category data that Middlesbrough and Stockton gather and process

2. Aims 
This policy aims to make clear to all employee and workers the data held by Middlesbrough and Stockton Mind (both personal and special category data). 
The policy also aims to identify the lawful basis for processing specific data and to identify any external organisations that control and / or process specific personal data and the lawful basis for processing and storing that specific data. 
The policy will outline rights related to the processing of personal and special category data and how these can be raised and addressed at Middlesbrough and Stockton Mind. 

3. Roles and Responsibilities
Senior Management Team
· To understand the legal responsibilities related to the role of data controller and data processor in regards to personal and special category data for applicants, employees, workers and volunteers
· To continuously review the appropriate levels of internal accessibility of personal and special category data
· To ensure that third party organisations who are engaged to provide services to some or all of the workforce and require access to elements of personal data of employees, workers and / or volunteers are registered with the ICO and hold their own clear, privacy notices which can be shared with those affected
· To determine the correct basis of processing data if there are any changes to the personal and special category data that is held
· To regularly review and develop technical and organisational security measures to protect personal and special category data
· To report any data breaches in accordance with the GDPR regulations and develop the appropriate actions thereafter

Line Managers
· To understand the legal responsibilities related to the processing of employee and worker personal and special category data
· To contribute to the development of technical and organisational security measures to protect personal and special category data
· To report any data breaches in accordance with the GDPR regulations and develop / implement the appropriate actions thereafter

Employees / Workers 
· To understand the legal basis for Middlesbrough and Stockton Mind processing the data outlined below 
· To understand that, where identified, you are obliged to provide certain personal and special category data in order to enter into a contract with Middlesbrough and Stockton Mind and to exercise some statutory rights
· To ensure that the information Middlesbrough and Stockton Mind process is accurate and up to date
· To understand your rights as an employee or worker of Middlesbrough and Stockton Mind with regards to the personal and special category data that we process 

4. Information held on Applicants for Paid vacancies 
The information requested from you as part of the application stage of the recruitment process is necessary to progressing your application to the next stage of the process (shortlisting).
Middlesbrough and Stockton Mind will not share any information you provide during the recruitment process with any third parties for marketing purposes. 
The information you provide will be held securely by Middlesbrough and Stockton Mind whether the information is in electronic or a hard copy format.
The application form is intentionally split into two parts and that is to enable all personal and most special category data to be kept separate during the shortlisting process. 
The information used to assess your suitability for the role that you have applied for is as follows:
· Previous experience / employment history
· Education / Qualifications
· A statement that identifies how you can demonstrate you meet the essential criteria  of the role that you have applied for
· Referees 
· Whether you believe you are eligible for a guaranteed interview (Disability Confident Employer)
· A declaration related to spent criminal convictions as Middlesbrough and Stockton Mind are exempt from the Rehabilitation of Offenders Act 
The personal data and special category data that you provide during the application and shortlisting stage will normally only be accessible to the HR Administrator / HR Manager with the exception of those points outlined above. At the point an interview schedule is drawn up then the Recruiting Manager and any other panel members will be informed of the candidates names.
Aside from the information related to criminal convictions, cautions, warnings or reprimands Middlesbrough and Stockton Mind rely on legitimate interest as the legal basis for processing this information however you are not legally obliged to complete the remainder of the special category data detailed on Part B of the application form. 
If you do not consent to disclosing this information at this stage your application will not be affected by this. Any information you do provide, will be used only to produce and monitor equal opportunities statistics. Please note that for most roles within Middlesbrough and Stockton Mind an Enhanced DBS check will be required however this will be specified in the job description / advert. 
If you are successful in your application then this information will be transferred to your HR record on our HR Management System (Apricot) upon appointment. There is further information on this below. 
We might ask you to participate in selection processes which may involve the completion of tests and/or to attend an interview. Information will be generated by you and by us. For example, you might complete a written test or we might take interview notes. This information is held by Middlesbrough and Stockton Mind. 
If you have any queries about the process or how we handle your information please contact us at: recruitment@middlesbroughandstocktonmind.org.uk 
5. Personal and Special Category data following Conditional Offer
If we make a conditional offer of employment we will ask you for information so that we can carry out pre-employment checks. You must successfully complete pre-employment checks to progress to a confirmation of employment. You will therefore be required to provide: 

	Nature of Information
	Lawful Basis for Processing
	Why is it processed?
	Where is it held?

	Proof of your identity
	Contract and Legal obligation
	To evidence the Right to Work check has been undertaken
	Photocopies of your original documents will be taken and then stored in a secure recruitment folder that will then be transferred to your personal file following a confirmed start date


	Proof of your qualifications
	Contract and Legal obligation
	To evidence that you hold the qualifications required to undertake the job that you have applied for
	Photocopies of your original documents will be taken and then stored in a secure recruitment folder that will then be transferred to your personal file following a confirmed start date



	Disclosure and Barring – Criminal Records Check
	Legal obligation (Article 10)
	To evidence that Middlesbrough and Stockton Mind are aware of any criminal convictions that are spent or unspent in the context of the Rehabilitation of Offenders Act and Police Act and to consider that information and the relevance to the job that has been conditionally offered. (Not all roles are subject to enhanced criminal records checks)
	Secure system managed by NEREO
Confirmation of clearance or otherwise is transferred to your personal file following a confirmed start date
DBS Certificate number, level of check and date of check is stored in Apricot subject to strict levels of internal access

	Health declaration
	Legal obligation 

Article 9 conditions (a) and (f)
	To establish any health issues and consider any possible conflict with the job that you have been conditionally offered. To enable Middlesbrough and Stockton Mind to consider in conjunction with yourself reasonable adjustments
	Secure HR only area of Sharepoint with limited internal access
A hard copy will then be transferred to your personal file following a confirmed start date



	Equal Opportunities 
	Legitimate Interest 
Article 9 (b), (f) and (j)
	To understand the demographics of applicants for our vacancies and our workforce; this will enable Middlesbrough and Stockton Mind to consider if there are areas of underrepresentation and / or identify those with protected characteristics that may be subject to a disadvantage for training and / or promotion opportunities / or a disadvantage with regards to formal management processes
	Stored in a secure recruitment folder that will then be transferred to your personal file following a confirmed start date

If then appointed it is recorded in a restricted access area on Apricot

Consent can be withdrawn at any time



6. Personal and Special Category data on commencement of employment
Following satisfactory and suitable pre-employment checks you will typically receive confirmation of your employment and a confirmed start date. At this point in order that Middlesbrough and Stockton Mind can fulfil the contract of employment you will be required to provide: 
	Nature of Information
	Lawful Basis for Processing
	Description
	Where is it held

	Bank details
	Contract
	To enable processing of salary payments
	Secure area of Sharepoint
Baldwins Accountants
Star Payroll

	Emergency Contact Details
	Legitimate Interest
	To enable contact with a next of kin in the event of an emergency or incident or absent without prior knowledge / permission if your whereabouts cannot be established
	Electronically this information is stored in a restricted access area on Apricot
A hard copy of this information is retained in your personal file 

	Car and Car Insurance details (included MOT and Driving Licence check)
	Legal obligation 
	To ensure adherence to Driving for Work standards in accordance with the Health and Safety Executive guidance 
	Electronically this information is stored in a restricted access area on Apricot
A hard copy of this information is retained in your personal file 



North East Regional Employers Organisation
If a DBS check is required either at the pre-employment stage, due to a planned change in role within Middlesbrough and Stockton Mind or due to the 3 year refresh requirement then the check is processed by NEREO. 
Here is a link to their Privacy Notice
https://www.nereo.gov.uk/privacy-and-cookies/
Apricot
During your employment most of your personal and special category data will be held on Apricot which is an internally used HR management system with strict internal controls related to accessibility. 
Apricot is hosted by Gallery Partnership and their Privacy Notice can be found here:
http://www.gallerypartnership.co.uk/privacy-policy 
The following are additional elements of information that are processed during the course of your employment with Middlesbrough and Stockton Mind and these are as follows:
	Nature of Information
	Lawful Basis for Processing
	Why do we process this?
	Where is it held?

	Terms and conditions of employment
	Contract and Legal obligation
	To evidence the contractual relationship between the employee / worker and Middlesbrough and Stockton Mind and to comply with legislative expectations
	Electronically this information is stored in a restricted access area on Sharepoint
A hard copy of this information is retained in your personal file

	Annual Leave Dates
	Contract and Legal obligation
	To record and monitor annual leave utilisation  and to comply with legislative expectations
	Electronically on Apricot with internal access restricted


	Sickness Absence Information
	Contract and Legal obligation

Article 9 conditions (a) and (f)
	To determine eligibility for sickness payments (contractual or statutory) and to comply with legislative expectations
	Electronically on Apricot with internal access restricted
Sickness dates are shared with Baldwins 
Sick notes are shared with Baldwins for Statutory Sick Pay purposes

	Sickness Absence Management Process
	Contract and Legal obligation

Article 9 conditions (a) and (f)
	To comply with legislative expectations that a documented process takes place with regards to any formal management processes that may lead to warnings or dismissal from employment
	Electronic documents related to the formal absence management process and subsequent outcome are stored in a secure area of Sharepoint
Hard copy documents are placed in your personal file



	Access to Medical Records
	Consent

Article 9 conditions (a) and (f)
	It is good practice to ensure that a current medical opinion is available to consider  when making management decisions related to the absence management process 
	Electronic documents related to consent to request medical information and subsequent reports are stored in a secure area of Sharepoint
Hard copy documents are placed in your personal file


	Special Leave
	Contract and Legal obligation
	To record and monitor special leave requests (both those approved / declined) and to comply with legislative expectations

	Electronically on Apricot with internal access restricted


	Flexible Working Requests and Subsequent Process
	Contract and Legal obligation
	To record and monitor flexible working requests (both those approved / declined) and to comply with legislative expectations

	Documents related to the flexible working process and subsequent outcome are stored in a secure area of Sharepoint
Hard copy documents are placed in your personal file


	Maternity / Adoption/ Paternity /  Shared Parental Leave
	Contract and Legal obligation
	To determine eligibility for payments (contractual or statutory) and / or leave entitlements and to comply with legislative expectations


	Electronically on Apricot with internal access restricted
Leave dates are shared with Baldwins 
Relevant certified documents e.g. MatB1 are shared with Baldwins for statutory pay purposes and HMRC compliance



	Disciplinary / Grievance / Capability Process information
	Contract and Legal obligation

	To comply with legislative expectations that a documented process takes place with regards to any formal management processes that may lead to warnings, dismissal from employment and / or employment tribunal claims

	Documents related to a disciplinary, grievance or capability process and subsequent outcome are stored in a secure area of Sharepoint
Hard copy documents are placed in your personal file


	Appraisals
	Contract and Legal obligation

	To review past performance, objective setting and determine development plans / career aspirations
	Electronic documents related to appraisals are stored by your line manager in a secure area with restricted access
Hard copy documents are placed in your personal file


	Line Management Supervisions
	Contract and Legal obligation

	Regular one to one time with Line Managers is critical to employee wellbeing and development. 

Employment law dictates that record keeping of line management supervisions is essential
	Electronic documents related to line management supervisions are stored by your line manager in a secure area with restricted access
Dates that Line Management Supervision have taken place are recorded electronically on Apricot with internal access restricted


	Health and Safety Incidents
	Contract and Legal obligation
	To comply with Health and Safety responsibilities including Riddor and any subsequent legal claims

	Electronically on Apricot with internal access restricted


	Training Records
	Legal obligation
	To comply with legislative expectations and record and monitor accessibility of training opportunities
	Electronically on Apricot with internal access restricted




Baldwins Accountants 
If you are employed by Middlesbrough and Stockton Mind, relevant details about you will be provided to Baldwins Accountants who provide payroll services to Middlesbrough and Stockton Mind. This will include your name, bank details, address, date of birth, National Insurance Number and salary.
TPT Retirement Solutions
If you are eligible for autoenrolment or choose to join the pension scheme available to employees of Middlesbrough and Stockton Mind then your personal details will be provided to TPT Retirement Solutions who are the administrators of the pension scheme. 
You will be auto-enrolled into the pension scheme and details provided to TPT Retirement Solutions will be your name, date of birth, National Insurance number and salary. 
Here is a link to their Privacy Notice for their Members.
http://www.tpt.org.uk/privacy-policy
Computershare – Childcare Vouchers only
If you are eligible for or choose to sign up for childcare vouchers then you will be required to provide some of your personal details to Computershare who are the administrators of the scheme. 
Here is a link to their Privacy Notice.
http://www.computersharevoucherservices.com/help/Pages/Privacy-Policies.aspx
Employee Assistance Provider
All employees of Middlesbrough and Stockton Mind enjoy access to Lifeworks (Employee Assistance Provider). When you complete your new starter form upon appointment you will be asked to consent to Middlesbrough and Stockton Mind providing your full name and work email address to enable sign up to occur. 
Here is a link to the Privacy Notice from Lifeworks.
https://www.lifeworks.com/us/privacy-policy/
Occupational Health / Treating Health Professional
If Middlesbrough and Stockton require professional input from your General Practitioner, a treating Healthcare professional e.g. Doctor / Consultant or an Occupational Health Practitioner you will be approached for explicit and informed written consent. 
This is likely to happen when there are formal absence management processes underway and / or if there is an incident or event that causes Middlesbrough and Stockton Mind to fully understand the relevance of an existing or new health issue in conjunction with your job and / or the environment within which you work. 
Within this your rights will identify your ability to view any report before it is sent to the named representative of Middlesbrough and Stockton Mind. 
7. Retention of Information
Recruitment documentation for successful candidates is transferred to an individual personal file. Middlesbrough and Stockton Mind hold full personal files for the duration of your employment plus 6 years following the end of your employment. Your personal file contains all of the information described above in section 5. 
Recruitment documentation (application form, equal opportunities information and notes from the selection process) for unsuccessful candidates is held in a secure, internal archiving facility for 12 months from the closure of the vacancy after which it will be destroyed in a confidential manner. 
8. Individual Rights related to Personal and Special Category Data
Right to be informed 
You have the right to be informed about what data Middlesbrough and Stockton Mind collect, process and store about you. This policy details the personal and special category data that Middlesbrough and Stockton Mind control and where elements of that information are shared with a third party and the reasons as to why. 
Right to rectification
If the personal or special category data held by Middlesbrough and Stockton Mind is inaccurate or incomplete then you can make a formal request to amend the data. 
Right of Access 
Middlesbrough and Stockton Mind are transparent about the data that is held about employees and workers. You are able to request to access all the information that we hold about you. Middlesbrough and Stockton Mind will not be able to let you see information within your personal or electronic records which contains confidential information about other people; or information that may cause serious harm to your or someone else’s physical or mental wellbeing; or if Middlesbrough and Stockton Mind think that providing the information to you may stop us from preventing or detecting a crime. 

The right to access information applies to personal information that is in both paper and electronic records. 
If you provide us with written consent then Middlesbrough and Stockton Mind will share the data a third party requires about you (e.g. information for a Mortgage Application). 
Right to restrict processing 
You have the right to restrict the processing of your personal and special category data if you consider it to be unlawful or if the data is inaccurate. 
Right to data portability 
You have the right to receive personal data you have provided to a data controller in a structured, commonly used and machine readable format. You can request that a data controller transmits this data directly to another controller.
The right to data portability only applies when:
· the lawful basis for processing the information is consent or for the performance of a contract; and
· the processing is being carried out by automated means (this excludes paper files) and 
· if it is your personal data that you have provided to Middlesbrough and Stockton Mind
Right to object
You have the right to object to the processing of your personal data if it is for:
· direct marketing purposes.
· a task carried out in the public interest;
· the exercise of official authority; or
· the legitimate interests of Middlesbrough and Stockton Mind (or those of a third party).
Middlesbrough and Stockton Mind will not share your personal or special category data with any third party (other than those named above) without your explicit and informed consent. Therefore there should not be any circumstances whereby you need to object to the processing of your information for direct marketing purposes. 
Right to be forgotten 
This right is not absolute and only applies in certain circumstances. In some circumstances you have the right to request that your personal data is deleted or removed; the following scenarios are examples of when you might make this request:  
· the personal data is no longer necessary for the purpose which it was originally collected or processed for;
· consent is the lawful basis for holding the data, and you withdraw consent;
· legitimate interests is the lawful basis for processing, you object to the processing of this data, and there is no overriding legitimate interest to continue this processing;
· the personal data has been processed unlawfully 
Rights related to automated decision making including profiling

Middlesbrough and Stockton Mind do not have automated decision making processes in place including profiling. There may be a rare occasion when psychometric tests are utilised as part of a recruitment and selection process but this process would not be solely automated, there would be human intervention and an opportunity for challenge. If the occasion arises that psychometric tests are deployed within there will be a lawful basis identified and declared with those parties who wish to apply for the relevant role.

9. Process for asserting your rights
In order to assert one or more of your rights outlined above then you must write to the HR Manager at Middlesbrough and Stockton Mind outlining the right(s) that you wish to assert. 
10. Policy Audit
This policy is subject to audit by the Senior Management Team.
11. Further Information / Complementary policies
Further information and advice on this policy can be obtained from the HR Manager. 
There are complementary polices available which identify the general principles in regards to how Middlesbrough and Stockton Mind operate with regards to the personal and special category data and policies that articulate how Middlesbrough and Stockton Mind protect all data held and these are as follows:
· Confidentiality Policy
· Data Protection Policy
· Information Security Policy
· Network Security Policy
As an applicant requiring any further information related to this policy then please email recruitment@middlesbroughandstocktonmind.org.uk 
As an employee of Middlesbrough and Stockton Mind requiring any further information related to this policy then you can contact the HR Manager at Middlesbrough and Stockton Mind. 
You do have the right to complain to the ICO if you aren’t satisfied with the way Middlesbrough and Stockton Mind has processed your personal information. The Information Commissioner can be contacted on 0303 123 1113 or at www.ico.org.uk
12. Policy Approval
This policy will be reviewed in one year by the HR Manager or sooner if there are operational / legislative matters which require adjustments to the policy. 
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